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VPN CLIENT 
CONNECTION INITIATED 
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VPN DEVICE CHALLENGES 
VPN CLIENT 
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VPN CLIENT RESPONDS TO 
VPN DEVICE WITH CREDENTIALS 
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VPN CLIENT CONNECTS WITH 
AUTHENTICATION SERVER 
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VPN DEVICE TERMINATES 
y/| VPN CLIENT CONNECTION 
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AUTHENTICATION SERVER RETURNS 
LAN ACCESS INFORMATION FOR 
VPN CLIENT TO VPN DEVICE 
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VPN DEVICE APPLIES POLICY 
TO VPN CLIENT CONNECTION 
WITH LAN ACCESS INFORMATION 
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FIG. 4 
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MAINTAIN OR CONFIGURE VPN 
DEVICES TO CONNECT WITH OPEN 
NETWORK 



CONFIGURE VPN DEVICES TO 
AUTHENTICATE THROUGH 
COMMON DATABASE OR 
DIRECTORY SERVER 
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MAINTAIN DATABASE OR 
DIRECTORY WITH CLIENT 
CREDENTIALS OR LAN ACCESS 
INFORMATION 
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MAINTAIN OR CONFIGURE ONE OR 
MORE LANS TO CONNECT WITH 
ONE OR MORE VPN DEVICES 



